11/4/2014 Allaying Fears of Cloud Computing Security and Safety | savvisdirect

savvisdirect

What are you looking for today?

&

Sales1-877-720-3429

* Products & Services

Applications

~ Email & Collaboration
e Microsoft Office 365
e Microsoft Hosted Exchange

= Microsoft Hosted Lync
o Microsoft Hosted SharePoint

o Cloud Fax
~ Website Management
o Hosting for Business
= Hosting for Enterprise
* Services

o Remote IT Support

~ Security
= McAfee Email Protection & Continuity
= McAfee Endpoint Protection
o McAfee Web Protection
~ Archiving & Backup
e McAfee Email Archiving
e MessageSolution Email Archiving

= Secure Online Backup
- Product Bundles

@ Microsoft Office 365
= Online Collaboration
o Protected Office

- o Special Offers

Save even more by adding Centurylink High-Speed Internet, Business Phone or TV to your cloud services. Learn More »

https://www .savvisdirect.com/blog/allaying-fears-cloud-computing-security-and-safety 1/6


https://www.savvisdirect.com/
callto:1-877-720-3429
https://www.savvisdirect.com/email-and-collaboration
https://www.savvisdirect.com/bundles/office365
https://www.savvisdirect.com/email-and-collaboration/microsoft-hosted-exchange
https://www.savvisdirect.com/email-and-collaboration/microsoft-hosted-lync
https://www.savvisdirect.com/email-and-collaboration/microsoft-hosted-sharepoint
https://www.savvisdirect.com/email-and-collaboration/cloud-fax
https://www.savvisdirect.com/website-management
https://www.savvisdirect.com/website-management/hosting-for-business
https://www.savvisdirect.com/website-management/hosting-for-enterprise
https://www.savvisdirect.com/services
https://www.savvisdirect.com/services/remote-IT-support
https://www.savvisdirect.com/security
https://www.savvisdirect.com/security/mcafee-email-protection-continuity
https://www.savvisdirect.com/security/mcafee-endpoint-protection
https://www.savvisdirect.com/security/mcafee-web-protection
https://www.savvisdirect.com/archiving-and-backup
https://www.savvisdirect.com/archiving-and-backup/mcafee-email-archiving
https://www.savvisdirect.com/archiving-and-backup/messagesolution-email-archiving
https://www.savvisdirect.com/archiving-and-backup/secure-online-backup
https://www.savvisdirect.com/bundles
https://www.savvisdirect.com/bundles/office365
https://www.savvisdirect.com/bundles/online-collaboration
https://www.savvisdirect.com/bundles/protected-office
https://www.centurylink.com/small-business/products/special-offers/

11/4/2014 Allaying Fears of Cloud Computing Security and Safety | savvisdirect

GET STARTED

'.@l McAfee @' Exchange m) Lync E:} SharePoint g Oﬂ:ice

An el Company

~ Customer Support

_ Support Plgﬁns

+ FastForward Onboarding
e Do-It-For-Me Onboardin
e Guided Activation

e Staff Training

Need Help? 2,

Submit A Help Ticket

Support 1.855.459.6121

- =]

~ Our Company

_ Why sawisd%t

+ SavvisDirect
s Qur Mission
o Careers
o Our News

e Our Technology

2,
Contact Us %,
Sales 1.877.720.3429

Support 1.855.459.6121

Contact Information

https://iwww .savvisdirect.com/blog/allaying-fears-cloud-computing-security-and-safety


https://www.savvisdirect.com/cloud-applications
https://www.savvisdirect.com/fastforward-onboarding
https://www.savvisdirect.com/fastforward-onboarding/do-it-for-me
https://www.savvisdirect.com/fastforward-onboarding/guided-activation
https://www.savvisdirect.com/fastforward-onboarding/staff-training
https://www.savvisdirect.com/knowledge-base
https://www.savvisdirect.com/our-mission
https://www.savvisdirect.com/careers
https://www.savvisdirect.com/news
https://www.savvisdirect.com/technology
https://www.savvisdirect.com/user/login?destination=dashboard/tickets&destination=dashboard/tickets
https://www.savvisdirect.com/contact

11/4/2014 Allaying Fears of Cloud Computing Security and Safety | savvisdirect

OCart
You have 0 items in your cart

View cloud solutions

1. Home
2. Blog
3

Allaying Fears of Cloud Computing Security and Safety

Search Blog

Search blog directory

Search

savvisdirectBlog

Escape the labyrinth and get to the cloud with savvisdirect

Allaying Fears of Cloud Computing Security and

Safety Popular Posts

Posted by Misty Faucheux
June 3, 2013 | Security and Backup

1.
Toe in the Water Vapor
3+1 {o] (Cloud)

As cloud computing adoption has risen so has fears around safety
and security. Recent data center breaches and failures have caused January 29, 2013
IT departments and business professionals to lose sleep over the
prospect of data loss and business continuity issues. 2.

laas vs. Paas vs. SaaS:
Despite these high profile events, cloud computing is just as safe — or in
some cases safer than — your on-premise hardware. There are, however, What the Heck do All
steps that you must take to ensure that you protect your data. those Mean?
Passwords are hacked all the time. We’ve all experienced spam being
sent from our social or email accounts. You need to use the same November 26, 2012
protections that you use for your personal or business passwords as you
would for your cloud computing passwords. They should be long 3

possibly around 10 characters and have a mixture of upper- and
lowercase letters, symbols and numbers. Never leave your passwords
exposed to others, i.e. writing them down on a desk or sending them via Cloud
email. Many mobile devices and computer programs like Password Safe

will securely store all of your passwords.
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Check out the online backup policies for the cloud service provider.
Outages happen for a variety of reasons: power failures, natural disasters
and the like. A cloud service provider, however, should account for an
outage in one data center via a redundancy plan. Basically, this means
that if one data center has a failure, your data is automatically backed up
to an additional data center.

You should also consider where the secondary data center is. For
example, if a hurricane hits the East Coast, and both data centers are on
the East Coast, this could mean that both fail. Data centers should be
located in multiple regions around the country.

You should also ask some questions of your cloud service provider:

What are your security procedures: A good cloud service provider

won’t be afraid to explain to you how they encrypt and protect your data.

Who has access to your data: Someone within the organization will

have access to your data. You need to find out what type of restrictions
this person has on them to ensure that your data isn’t stolen.

What monitoring systems are in place: If an attack or breach does
happen, what monitoring system does the provider have in place to deal
with these events?

If you take the necessary steps to protect yourself, cloud computing is a
safe and secure option for you business and important data.

16 Comments (Leave a comment)

sd.support@savvis.com on July Ist, 2014 at 12:46pm
comment

sd.support@savvis.com on July 1st, 2014 at 10:25pm
comment

sd.support@savvis.com on July Ist, 2014 at 10:27pm
comment

sd.support@savvis.com on July Ist, 2014 at 12:48pm
comment

sd.support@savvis.com on July 1st, 2014 at 12:49pm
comment

sd.support@savvis.com on July 1st, 2014 at 10:26pm
comment

sd.support@savvis.com on July 1st, 2014 at 10:27pm
comment

sd.support@savvis.com on July 1st, 2014 at 10:26pm
comment

sd.support@savvis.com on July 1st, 2014 at 10:27pm
comment

sd.support@savvis.com on July 1st, 2014 at 12:49pm
comment

https://www .savvisdirect.com/blog/allaying-fears-cloud-computing-security-and-safety

Allaying Fears of Cloud Computing Security and Safety | savvisdirect

4.

savvisdirect and the

Savvis Cloud Team

Attending Drupal Hosting

Convention

May 17, 2013

Top 10 Cloud

Applications for Small

Businesses

November 15, 2012

Categories

All categories

Cloud Server

Cloud Storage

Email and Collaboration

Private Cloud

Security and Backup

Web Hostin

Archives

December 2013 (2)
November 2013 (8)
October 2013 (10)
September 2013 (4)
August 2013 (5)

July 2013 (4)
June 2013 (5)

4/6


http://www.savvisdirect.com/pc-backup
http://www.savvisdirect.com/cloud-servers
https://www.savvisdirect.com/comment/return/login
https://www.savvisdirect.com/blog/all/201312
https://www.savvisdirect.com/blog/all/201311
https://www.savvisdirect.com/blog/all/201310
https://www.savvisdirect.com/blog/all/201309
https://www.savvisdirect.com/blog/all/201308
https://www.savvisdirect.com/blog/all/201307
https://www.savvisdirect.com/blog/all/201306
https://www.savvisdirect.com/blog/savvisdirect-and-savvis-cloud-team-attending-drupal-hosting-convention
https://www.savvisdirect.com/blog/top-10-cloud-applications-small-businesses
https://www.savvisdirect.com/blog
https://www.savvisdirect.com/blog/cloud-server
https://www.savvisdirect.com/blog/cloud-storage
https://www.savvisdirect.com/blog/email-and-collaboration
https://www.savvisdirect.com/blog/private-cloud
https://www.savvisdirect.com/blog/security-and-backup
https://www.savvisdirect.com/blog/web-hosting

11/4/2014 Allaying Fears of Cloud Computing Security and Safety | savvisdirect

sd.support@savvis.com on July 1st, 2014 at 10:25pm May 2013 (9)
comment
April 2013 (10)
sd.support@savvis.com on July 1st, 2014 at 10:27pm March 2013 (14)
comment February 2013 (9)
sd.support@savvis.com on July 1st, 2014 at 10:25pm January 2013 (16)
comment December 2012 (11)
sd.support@savvis.com on July 1st, 2014 at 10:27pm November 2012 (10)
comment October 2012 (10)
sd.support@savvis.com on July 1st, 2014 at 10:27pm September 2012 (1)
comment

sd.support@savvis.com on July 1st, 2014 at 10:28pm
comment

* Products & Services

o Cloud Applications Marketplace
e Cloud Bundles

e Archiving & Backup
e« Email & Collaboration

= Security
e Services

o Website Management

* Customer Support
o FastForward Onboarding
e Do-It-For-Me Onboarding
o Guided Activation
o Staff Training
= Knowledge Base

* Quick Links
o First Month Free
= Sales & Consultant Partner Program
= Report Abuse

s Terms & Conditions

o Privacy Policy

e Service Level Agreements
o Acceptable Use Policy

e 3rd Party Licensor Terms

© CenturyLink, Inc. All Rights Reserved

https://www .savvisdirect.com/blog/allaying-fears-cloud-computing-security-and-safety 5/6


https://www.savvisdirect.com/blog/all/201305
https://www.savvisdirect.com/blog/all/201304
https://www.savvisdirect.com/blog/all/201303
https://www.savvisdirect.com/blog/all/201302
https://www.savvisdirect.com/blog/all/201301
https://www.savvisdirect.com/blog/all/201212
https://www.savvisdirect.com/blog/all/201211
https://www.savvisdirect.com/blog/all/201210
https://www.savvisdirect.com/blog/all/201209
https://www.savvisdirect.com/cloud-applications
https://www.savvisdirect.com/bundles
https://www.savvisdirect.com/archiving-and-backup
https://www.savvisdirect.com/email-and-collaboration
https://www.savvisdirect.com/security
https://www.savvisdirect.com/services
https://www.savvisdirect.com/website-management
https://www.savvisdirect.com/fastforward-onboarding
https://www.savvisdirect.com/fastforward-onboarding/do-it-for-me
https://www.savvisdirect.com/fastforward-onboarding/guided-activation
https://www.savvisdirect.com/fastforward-onboarding/staff-training
https://www.savvisdirect.com/knowledge-base
https://www.savvisdirect.com/promotions/cloud-applications
https://www.savvisdirect.com/promotions/partners
mailto:abuse@savvisdirect.com
https://www.savvisdirect.com/terms-conditions
https://www.savvisdirect.com/privacy-policy
https://www.savvisdirect.com/slas
https://www.savvisdirect.com/use-policy
https://www.savvisdirect.com/license-agreements

11/4/2014 Allaying Fears of Cloud Computing Security and Safety | savvisdirect

savvis £'% CenturyLink:

https://www .savvisdirect.com/blog/allaying-fears-cloud-computing-security-and-safety 6/6


https://www.savvisdirect.com/
http://www.centurylink.com/

